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Abstract:

Searchable encryption facilitates cloud server to search over encrypted data without decrypting the
data. Single keyword based searchable encryption enables a user to access only a subset of
documents, which contains the keyword of the user’s interest. In this paper we present a single
keyword based searchable encryption scheme for the applications where multiple data owners
upload their data and multiple users access the data. We use attribute based encryption'scheme
that allows user to access the selective subset of data from cloud without revealing:his/her access
rights to the cloud server. The proposed scheme is proven adaptively secure against chosen-keyword
attack in the random oracle model. We have implemented the scheme on Google cloud instance and
the performance of the scheme found feasible in real-world applications.
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